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Estimating the quantity of substandard
and falsified medical products purchased online
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Background: The increasing distribution of Substandard and Falsified Medical Products is a well-known health risk. The
quantity of these medicines sent to consumers is not known, and it can only be accurately estimated with a specific sample
collection study. These consignments ordered via mail from illegal online sources pose a great health risk on the population.

Methods: We used an observation-based cross-sectional study in order to obtain accurate data regarding the number of
medicinal shipments from dubious origin. We collected data on-site to assess the number of Substandard and Falsified
Medical Products arrived in Hungary via postal services in 2020.

Results: The therapeutic category (according to the Anatomical Therapeutic Chemical Classification (ATC) system of the
WHO) of the most frequently shipped products contained active ingredients for treating erectile dysfunction. These sub-
stances were sildenafil (GO4BE03), tadalafil (GO4BE08), and other analgesics and antipyretics, such as anilides (NO2BE).
In 2020 we estimated that the real Defined Daily Dose of SEMP was 1.2 DDD per 1000 inhabitants per day. This value is
equivalent to one third of Hungary’s opioid analgesic use. We also calculated that the average exposure was approximate-
ly 4 ampoules per day and 40 oral preparations per day (without DDD value) for 1000 people in Hungary.

Conclusions: This study accurately estimates the number of consignments received by post containing Substandard and
Falsified Medical Products, and determines the quantity per 1000 persons per day expressed in DDD. This parameter may
be used as a benchmark that helps more detailed research in the future.

Keywords: substandard and falsified medical products, illegal internet sale, risk assessment, tracking method, postal

items, customs border
Introduction

It is well known that the marketing of counterfeit
and illegal medicines, or disguised medicinal
products that mimic authorized medical or health
products is a grave public health threat with vari-
ous economic and legal consequences [1]. No data
are available on the trade of these medicines
through distribution channels other than the legal
pharmaceutical supply route. Thus the proportion
of the population exposed to these Substandard
and Falsified Medical Products (SFMP) apart from
the legal route is unknown.

In this thesis, we use the generic term Substand-
ard and Falsified Medical Products, SEMP for
short, to refer to all substandard, unregistered, un-
licensed and falsified products. The term is also
described by the WHO in details. These are illegal
products which appear to be medicines, are not a
copy of a legally marketed medicine, but rather a
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range of dangerous products marketed as a
‘homemade drug product’ for a particular indica-
tion and are manufactured under dubious condi-
tions from raw materials of uncertain origin [2-4].

In the last decade many incidents of permanent
health damages, fatalities, confiscated drugs,
smuggled goods, shutdowns of illegal websites
were published in the international press [5, 6,
7-12]. In 2018 Rahman et al. analyzed 48 reports in
which counterfeit drugs caused serious adverse ef-
fects to patients. They reported 7,200 incidents of
which 3,604 were fatal [6].

The latest “EU Progress Report on Infringe-
ments” (2020) estimates the European pharmaceu-
tical industry suffered a loss of €9.6 billion due to
counterfeiting between 2012 and 2016. This repre-
sents 3.9% of the total pharmaceutical sales [6,13].

According to a study by the World Health Or-
ganization (WHO) in 2017 the global SFMP indus-
try is worth €73 billion per year. Other sources es-
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timate that these activities could be worth €165
billion per year or 10% of the global pharmaceuti-
cal trade (€17.3 billion) [5, 14-19]. The WHO data
derives from the national and regional authorities
around the globe, and based on reports from po-
lice raids and confiscations. The quality of these
data is largely dependent upon the monitoring,
regulatory and enforcement systems in place in
those countries or regions [5,15].

This information generally originates from or-
ganized police raids in the EU, and in the USA.
These raids are successfully coordinated by the In-
ternational Criminal Police Organization (INTER-
POL) in cooperation with the national authorities
of many countries. It is important to note these are
planned raids on a specific area and not random
inspections [1, 7-9]. Petersen et al. noted that the
simplest and cheapest way to estimate the amount
of SFMP is to collaborate with local authorities in
a country [10]. During our research, we have kept
this principle in mind when establishing contact
with the National Tax and Customs Administra-
tion.

The Figure 1 shows how the routes of consign-
ments differ between illegal and legal drug provi-
sions.

The NTCA works on the basis of a well-estab-
lished, experience developed, internal criteria.
Based on the knowledge and experience gained
from package opening and the focus on specific
externalities, the Authority continuously develops

and periodically re-evaluates the inspection crite-
ria, which it incorporates into the fine-tuning and
re-tuning of the system. This ensures continuous
renewal and adaptation to new challenges, as well
as the detection vigilance of the system. The
NTCA package inspection process is illustrated in
Figure 2.

The legal route is simple and transparent. Its
mediating actors are known, and the safety of the
patient is ensured. The illegal route is obscure.
The products are made from raw materials of du-
bious origin in factories without official approval.
Often the Good Manufacturing Practice (GMP)
inspection appear on various websites, in social
media and in online advertisements. These attract
unwary customers. The vendor sends the product
to the buyer by surface mail or by air. During the
transport, ideal storage conditions are not met.
The products sold as medicine arrive in bulk bags
which contain many other postal items. They are
inspected by customs officers. Then domestic post
office delivers the items to the destination ad-
dresses. The best place assessing the consignment
containing medicinal product is the location of
customs checks prior to delivery to the consignee.
This is why we chose to carry out our study in the
National Tax and Customs Administration of
Hungary (NTCA) at the International Post Ex-
change Centre of the Hungarian Post on the site
of the Airport Directorate. The customer receives
the items through the Hungarian Post (HP). The
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Figure 1 Comparative diagram of the illegal and the legal supply chains of medicines
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Figure 2 Shipments filter system of NTCA

Universal Postal Convention allows items under
2kg to be sent by the sender to the consignee as a
conventional letter item [21, 22]. In contrast, cou-
rier and parcel delivery companies do not provide
such favorable conditions to illegal drug distribu-
tors. This was not always the case. The legal cases
successfully won against FEDEX in the USA “de-
terred and put courier companies on track” [23].
The legal case lasted nine years, and eventually
FEDEX was fined for €674 million. Today the only
remaining option for these illegal traders is to
send counterfeit medicines via conventional post-
al services. Post offices are still not obliged to col-
lect the contact details of the senders or the recipi-
ents.

Aims

The aim of this study is to develop a novel method
in order to obtain accurate estimate of the Sub-
standard and Falsified Medical Products (SFMP)
sent from online stores. Furthermore, we would
like to quantify the real proportion of dubious
medicines and health products which enter the
country via the postal and customs services of
Hungary in 2020.

Methods

In our study use the term Substandard and Falsi-
fied Medical Products as used by the WHO, as this
encompasses the problem we encountered in our
research.

In our study we use the combination of three
specified terms (substandard, unregistered, unli-
censed, falsified) and illegal drug products collec-
tively as “Substandard and Falsified Medical
Products or SEMP” [4].

Our method is an observation-based cross-sec-
tional study [24]. We examined the occurrence and
characteristics of mail orders which were pro-
cessed by postal services in 2020. We collected vol-
ume and characteristics data of consignments
which potentially contained SFMP.

We used non-destructive (organoleptic) identifi-
cation of SFMP received in the form of letters. We
followed the recommendations of the WHO and
the National Board Against Counterfeiting in
Hungary. These guidelines ensured the reliable
identification of the illicit letters and parcels which
contained SFMP [2, 25].

In order to determine the consignments that
contained SFMP we obtained additional data from
the customs services (NTCA) who examined, iden-
tified, and classified the mail products.

In the presence of the customs officers of the
NTCA we photo-recorded the consignments
which were unpacked by a postal officer of the
postal services (HP). If the medicinal products
were identifiable we determined the ATC codes of
WHO for those active ingredients. This allowed us
to calculate the DDD for each drug product.

Our sample collection was carried out in the ter-
ritory of the Hungarian public authority, the
NTCA. As a state body, the NTCA performs its
work in compliance with both domestic and inter-
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national legislation. The data processing of the cus-
toms services (NTCA) is governed by Chapter 5 of
Act CXXII of 2010 on the National Tax and Cus-
toms Administration (NTCA Act), the Act CXII of
2011 on the Right of Information Self-Determina-
tion and Freedom of Information (Info Act) and
the General Data Protection Regulation of the Eu-
ropean Union. We signed an agreement of under-
standing with NTCA that our sample collection
was conducted according to their regulatory
framework. Therefore all members of our research
team complied with the relevant pieces of interna-
tional and domestic legislation. Consequently, we
did not receive, record or process any personal in-
formation. The customs services (NTCA) provided
us only with anonymised statistical data. Due to
their anonymous nature, our research team was
not able to identify any individuals [26-30].

Results
1. Data collection
Our research group collected the data by closely

collaborating with the customs services (NTCA)
and the postal services (HP) at the NTCA site of

Figure 3 Photo of the inspection of pharmaceutical
consignments during customs check

International Post Exchange Centre of HP on two
occasions: 22 - 23 of September 2020 and 17 De-
cember 2020 (Figure 3).

The contents of 101 consignments were photo
documented over one day and one and a half
days. The inspected consignments contained 205
preparations of which 95.1% were illegal accord-
ing to the checklist, while 4.9% were legal.

2. Composition of SEMP in the consignments
After recording the active pharmaceutical ingre-

dients or active substances (in the case of non-
medical products) in the drug-containing consign-

® 800 540 370 202 195
0 % 0 0 0
0 15% 0 0 0
0 15% 0 31% 0
0 8% 0 0 0
0 8% 0 0 0
0 % 0 0 0
0 0 0 14% 0
0 0 6% 9% 0
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0 0 3% 0 0
0 0 3% 0 0
0 0 3% 0 0
0 0 24% 0 0
0 0 1% 0 0
0 0 6% 0 0
lopinavir and ritonavir
3% 0 0 0 0

Figure 4 The top 5 active and additional ingredients in our September 2020 survey
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Figure 5 The top 5 active and additional ingredients in our December 2020 survey

ments we identified their ATC code and calculated
their DDD values, if it was possible.

Our findings demonstrated how dynamically
the counterfeit industry responds to the demands
of the rapidly changing markets. In the middle of
the COVID epidemic in 2020 there were frequent
sightings of chloroquine, hydroxychloroquine,
lopinavir, ritonavir and ivermectin in the parcels.

We examined not only the active pharmaceuti-
cal ingredients, but also the accompanying ingre-
dients. Our finding is shown in Figure 4 and 5.

When two or more formulations appear in one
unit in the package some of the ingredients inevita-
bly overlap. The active substance occurring in the
highest quantity is considered the primary (main ac-
tive substance), while the active substance in lower
quantity are considered non-primary. A given active
substance can be considered primary active sub-
stance in one instance, and a non-primary active sub-
stance in other instances. It is also possible that some
products or active ingredients co-packaged with the
primary active ingredients were not ordered by the
user, but were sent in the form of a “gift”.

3. Definition of sets of consignments

In order to carry out detailed data analysis on the
number of consignments which contained illegal
medicines we requested historic data from the
customs services (NTCA).

These data illustrated the quantity of SEMP ar-
rived in Hungary through the postal system.
Based on the data from the customs services
(NTCA) 29,058,747 items arrived in Hungary via
the postal route in 2020. According to our calcula-

tions the total number of pharmaceutical ship-
ments arriving in Hungary by post was approxi-
mately 50 SEMP shipments daily or about 20,000
SFMP shipments annually.

4. Counts of consignment sets for the annual
and the sample periods

We determined the DDD values for the active in-
gredients in 101 opened shipments which con-
tained 205 products. We used the total number of
items received (eg. tablet, capsule and ampoules)
in our calculations. We could not identify ATC
codes for 22 products. These products were not in-
cluded in our calculations.

From our 1 + 1,5 day sample collection at cus-
toms services (NTCA) and postal services (HP) 1.2
DDD of SEMP medicines per 1000 inhabitants per
day could reach the Hungarian population (Fig-
ure 6).

We estimated that the Hungarian population
was exposed to 4 ampoules per 1000 person-day
and 40 solid dosage form (tablet, capsule) per 1000
person-day of unidentified SFMP without DDD
value.

Number of
shipments of
medicines in 2020

Data received from »

the customs services

Data from a» C average
own investigation ¥ DDD of a shipment

Figure 6 Description of the calculation process for the
estimated daily DDD value of SFMP
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Discussion

According to the WHO any medicinal preparations
with false labelling or appearance are considered
counterfeit [2, 29, 30]. Non-destructive risk assess-
ments are able to identify the origin or legitimacy
of a medicinal product sent in a mail shipment [31].

We designed a rapid, effective and non-destruc-
tive risk assessment checklist that determines the
legal nature of the medicinal drugs or prepara-
tions in a consignment.

We know now that the courier services are sub-
ject to stricter regulations than postal services
around the world [21-23], therefore we based our
studies on data obtained from postal services.

The 0.07% of all incoming mail in 2020 (approxi-
mately 20,000 items) may contain SFMP. This is 50
items per day, or 1.2 DDD per 1000 inhabitants per
day. This value is equivalent to one third of Hunga-
ry’s opioid analgesic use (3.984 DDD per 1000 people
per day) based on a 2016 study [32]. According to our
study, in 2020, at least 1 in 1000 people in Hungary
were exposed to SEMP products. This is a serious
public health problem that needs to be addressed.

The data on the number of pharmaceutical
shipments arriving by post were not available be-
fore. Several years of data and samples would be
required in order to obtain a more accurate esti-
mate than our research provided. Our data analy-
sis is able to underline the scale and severity of the
health damage of the online purchase of SFMP
may inflict on the population.

The European Union Intellectual Property Of-
fice (EUIPO) identified the top 5 active ingredient
categories of counterfeit products:

. genitourinary products,

. central nervous system products,
. anti-infectives,

. cytostatics

. cardiovascular products.

In our study we established that the genitouri-
nary and the central nervous system product cate-
gories were the most frequent. Active substances
involved in the management of the coronavirus
infections also frequently occurred as our data col-
lection took place during the COVID epidemic in
2020. Our data shows that some of the active sub-
stance categories are persistently in the top 5 in all
circumstances [17]. The pieces of information on
the origin and shipment of the products are usual-
ly not reliable, but the name of the manufacturer
on the product itself is a better indicator if it is
stated on the items [33, 34].

QR W N R

Conclusions

The illegal online commerce still gives complete
anonymity for the distributors. The package usu-
ally will not give any information on the sender,
only on the country of dispatch, therefore customs
officers are not able to locate and prosecute dis-
tributors of illegal shipments.

The market for SFMP reacts extremely fast to
rising demands. Several consignments contained
chloroquine, hydroxychloroquine, lopinavir, rito-
navir and ivermectin during the COVID epidemic
in 2020. This illustrates the serious health risks to
which the buyers of these products expose them-
selves. The e-commerce of medicinal drugs is a
thriving and potentially very dangerous service.

Our work sought to answer two questions:

1. Will quality of SEMP arrived by post pose a public
health problem?

2. Can the quantity of SEMP arrived by post estimated?

Our results show that the SFMP products are not
only illegal but also very dangerous to public
health. Urgent preventive actions of governments
and authorities are required

Our novel investigation in collaboration with
customs and postal services has not been carried
out neither internationally or domestically. Gov-
ernments and authorities have not been fully
aware how large amount of SFMP products enter
the Hungary every year.

The 1 and 1.5 day sampling periods, even if
they seem short, were a reasonable “first ap-
proach’. These small sample analyses were pro-
jected to precisely counted annual data of incom-
ing parcels. The postal route represents the prima-
ry route of entry (96%) of counterfeit and illegal
medicines according to the previous reports [2].
The result of our research is a novel calculation of
the real volume of these products, based on meas-
ured data. We chose the opioid analgesic con-
sumption as a basis of comparison for illustration
purposes. Practising pharmacists and doctors can
easily relate to this reference value: the quantity
of counterfeit and illicit medicines expressed in
DDD represents approximately one third of the
opioid analgesic group.
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